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Abstract— The Smart Door Unlocking System integrates
state-of-the-art technologies to redefine access control. By
combining advanced techniques such as Local Binary Pattern
(LBP) histogram analysis, facial recognition, and OTP
authentication, the system ensures unparalleled security and
convenience. Unlike conventional lock-and-key methods,
this innovative solution employs LBP histogram analysis to
extract intricate facial patterns, enhancing the accuracy of
user identification. The integration of facial recognition
further bolsters security by providing a biometric layer of
verification. Additionally, the OTP authentication generates
unique one-time passwords sent to users' mobile devices,
adding an extra dynamic level of protection, even in the event
of a facial recognition mismatch. The system's ingenious
utilization of the piezoelectric effect serves as a tamper
detection mechanism, triggering OTP alerts upon detecting
unauthorized access attempts. This amalgamation of cutting-
edge technologies guarantees not only secure access but also
a seamless and user-friendly experience for both residential
and commercial applications.
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I. INTRODUCTION

In today's dynamic technological landscape, the convergence
of innovation and automation has catalyzed a paradigm shift
in how we perceive access control. As the prevalence of smart
devices continues to permeate daily life, traditional lock-and-
key mechanisms are being outstripped by the demands for
heightened security and seamless convenience. Our
pioneering Smart Door Unlocking System represents a
synthesis of cutting-edge technologies aimed at redefining
the very foundations of access control, transcending the
limitations of conventional methods. The ubiquity of smart
devices has given rise to a society that craves efficiency and
connectivity. Home automation, with its potential to
streamline tasks and enhance living experiences, stands at the
forefront of this trend. However, such advancements also
demand a commensurate evolution in security measures.
Conventional mechanical locks, characterized by the
constraints of physical keys and limited access control, fall
short in addressing the multifaceted challenges posed by
contemporary living. Our endeavor to transform access
control stems from the recognition that a seamless blend of
innovation and security is imperative. In response to this
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need, our Smart Door Unlocking System amalgamates
advanced techniques to create a holistic solution that
redefines how we engage with the threshold of security. A
cornerstone of our approach lies in the integration of Local
Binary Pattern (LBP) histogram analysis. By harnessing this
advanced image-processing technique, we unlock the ability
to discern intricate facial patterns that form the essence of
human identity. This feature not only enhances the precision
of user identification but also underscores our commitment to
harnessing technological sophistication for pragmatic
solutions. The integration of facial recognition technology
adds an extra layer of verification that is both robust and
intuitive. By mapping unique facial attributes, we ensure that
only authorized individuals gain access, thwarting potential
breaches and mitigating the risks associated with traditional
key-based systems. However, we recognize the challenges
that come with such advancements — variations in lighting
conditions and facial angles can occasionally hamper
accuracy. Nevertheless, our system's adaptive algorithms are
designed to address these challenges, ensuring reliable
performance even in dynamic environments. A critical facet
of our Smart Door Unlocking System lies in the incorporation
of One-Time Password (OTP) authentication. In a landscape
where digital breaches are a real concern, OTP offers a
dynamic, time-bound layer of security that transcends the
boundaries of biometric recognition alone. This ensures that
access remains secure even if there are discrepancies in facial
recognition, elevating the system's resilience to new heights.
Beyond mere security, our system embraces the intricacies of
the modern lifestyle. By ingeniously utilizing the
piezoelectric effect, we empower the system to detect
unauthorized tampering attempts. This innovation not only
serves as a preventive measure against breaches but also
activates OTP alerts, providing an added layer of security and
real-time notifications for heightened peace of mind. In
essence, our Smart Door Unlocking System is a testament to
the potential of technology to transform conventional access
control into a holistic, integrated experience. By fusing Local
Binary Pattern histogram analysis, facial recognition, OTP
authentication, and the piezoelectric effect, we present a
comprehensive solution that adapts to the dynamic demands
of the modern world. Our system embodies the fusion of
security, convenience, and innovation, paving the way for a
safer, brighter future.
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Il. LITERATURE REVIEW

The literature survey for the Smart Door Unlocking System
using Local Binary Pattern (LBP) histogram analysis, facial
recognition, and OTP authentication can be summarized as
follows: 2017 - Door Unlock Using Face Recognition
Authors: Abdul Azeem, Kandula Rama Rao, et al. Features:
The paper discusses programming on Linux and introduces
an algorithm for face recognition. 2017 - Facial Recognition
Enabled Smart Door Authors: Karan Maheshwari, Nalini N
Features: This work employs automated face recognition
using neural networks and the Microsoft face API. 2018 -
Automated Door Access Control System Authors: Tejas
Saraf, Ketan Shukla, et al. Features: The system includes an
email alert system and uses the Haar cascade algorithm. 2018
- Facial Recognition Enabled Smart Door Authors: M Vamsi
Krishna, et al. Features: Neural networks are used for facial
recognition, and the system includes a door lock app and live
stream video. 2019 - Smart Door with Face Unlock Authors:
Divins Mathew Features: This system utilizes Bolt 10T cloud
APl and .NET for image processing. 2019 - Makers Pro
Project (Simple Door Unlock Using Face Recognition
Solenoid Lock) Authors: Muhammad Abiq Features: The
system offers a straightforward face unlock feature. These
literature references highlight the increasing interest and
developments in the field of smart door unlocking systems.
While various approaches and features are explored, the
integration of facial recognition and biometric verification
emerges as a common trend to enhance security and
convenience. The Smart Door Unlocking System described
in your abstract builds upon this foundation by combining
LBP histogram analysis, facial recognition, OTP
authentication, and the piezoelectric effect to create a
comprehensive and highly secure access control solution
suitable for both residential and commercial applications.

1. TECHNICAL SPECIFICATIONS OF COMPONENTS

USED:
components parameters value
Arduino Clock speed Up to 240MHz
Operating voltage | 3.3v
Analog input pins | 18
DC current per i/o | 12ma
pin
Piezoelectric Piezo range 0.10-15.0m
sensor Measuring 0.01-2m;2-15m
accuracy
Power supply 3.7-5.2V
Weight 7.7¢
7805 regulator Operating Voltage | 4.5-4.6V
Single  channel | 2A
current
H-bridge Bipolar Transistor
H-bridge
Table.1
A ESP32-CAM Microcontroller for Control:

The ESP32-CAM module in the Smart Door Unlocking
System captures images of individuals approaching the door.
It processes these images, checking for motion or other
relevant features. The data is transmitted to an external
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processing unit via Wi-Fi for more intensive analysis,
typically involving facial recognition. This unit extracts
unique facial features and matches them against a database of
authorized users. Upon a successful match, the system sends
a command back to the ESP32-CAM, which triggers a relay
module connected to a solenoid lock, unlocking the door. In
case of failed recognition or unauthorized access attempts,
security alerts are issued. The ESP32-CAM acts as the
system's "eyes," facilitating secure access control by
verifying the identity of individuals using facial recognition
technology.

Fig.1 ESP32-CAM

B. USB TO UART TTL 5V 3.3V FT232RL

converter facilitates communication between a computer's
USB port and devices using UART signals. It operates by
converting data between USB and UART formats, supporting
both 5V and 3.3V logic voltage levels for versatility. Drivers
are often required for proper functionality. This converter
uses TX and RX pins for data transmission and reception
draws power from the USB port, and finds widespread use in
programming microcontrollers, debugging, and connecting to
various serial devices, making it a crucial bridge between
USB and UART communication.

1. Fig.2 The USB to UART TTL 5V 3.3V FT232RL

2. C.GSM MODULE:

The GSM module in the Smart Door Unlocking System
enables remote access and security notifications. It connects
to a cellular network, allowing authorized users to send
commands via SMS or a mobile app. Upon receiving a valid
command, the module triggers hardware components to
unlock the door, providing remote access. Additionally, it can
send security alerts, such as SMS notifications, in response to
unauthorized access attempts. Event logging capabilities
track access history for monitoring and auditing. The GSM
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module serves as a backup communication channel in cases
of internet or Wi-Fi disruptions, ensuring system reliability.
This functionality enhances user convenience and provides
real-time security updates for a comprehensive and robust
access control solution.

Fig.3 Gsm Module
C. Ul for User Interaction and Control:

3. The User Interface (UI) for the Smart Door Unlocking
System is a critical component that facilitates user interaction
and control. It typically includes a user-friendly mobile
application or web interface through which authorized users
can perform actions like registering their mobile numbers,
sending unlock requests, and receiving security notifications.
The Ul provides an intuitive platform for managing access
permissions, viewing access logs, and configuring system
settings. It ensures a seamless and secure user experience,
making it easy for both residential and commercial users to
control access to their premises and stay informed about
security events. The design and functionality of the Ul play a
pivotal role in enhancing the overall usability and
effectiveness of the Smart Door Unlocking System.

D. Prototypes and Demonstrations:

4.  The development and testing of prototypes play a
crucial role in validating the functionality and performance of
the Smart Door Unlocking System. This topic encompasses
the creation of physical or software-based prototypes that
simulate the system's operation. Prototypes allow for
practical experimentation, ensuring that all components,
including facial recognition, OTP authentication, and the
integration of hardware modules, function as intended.
Demonstrations provide an opportunity to showcase the
system's capabilities, both in terms of secure access control
and user-friendly interaction. They serve as a means to gather
feedback from potential users and refine the system's design
and features. The iterative process of creating and
demonstrating prototypes is essential in achieving a robust,
reliable, and user-centric solution for residential, commercial,
and institutional applications.

E. Future Prospects:

Exploring the future prospects of the Smart Door Unlocking
System involves considering potential advancements and
enhancements. This topic delves into the possibilities of
integrating emerging technologies, such as improved facial
recognition algorithms, advanced security features, and
enhanced user interfaces. It also examines potential
applications beyond traditional door access control, such as
integration with smart home systems, increased automation,
and scalability for larger deployments. Furthermore, future
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prospects may involve addressing cybersecurity challenges
and adapting to evolving user needs and preferences. By
envisioning the system's growth and adaptability, this topic
provides insights into how the Smart Door Unlocking System
can remain at the forefront of secure, convenient, and
innovative access control solutions in the years to come.
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V. PROPOSED METHODOLOGY

The proposed methodology for the smart door unlocking
system is a systematic approach to developing a secure, user-
friendly, and cost-effective system. The methodology is
divided into the following phases:

1. Component Acquisition and Familiarization: In this
phase, the necessary hardware components are procured and
studied to understand their capabilities. The components
include the ESP32 microcontroller, SIM800L GSM module,
SD card, solenoid lock, and piezoelectric buzzer.

2. Prototype Development: In this phase, a basic
prototype is constructed with the ESP32, SD card, and
solenoid lock. Preliminary code is developed for face
detection using stored images.

3. Integrate GSM Communication: In this phase, the
SIM800L GSM module is connected to the system for SMS
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communication. The OTP generation and sending
mechanism is implemented.
4, Enhance Security with Buzzer: The piezoelectric

buzzer is integrated into the system for intrusion detection.
Code is developed to trigger alerts upon unauthorized access
attempts.

5. Testing and Optimization: In this phase, the system
is thoroughly tested to ensure that it works properly in various
conditions. The face recognition accuracy is tested in
different lighting conditions and different levels of ambient
noise. The OTP functionality and SMS delivery are validated.
The code is fine-tuned for efficiency and performance.

A Component Selection:

ESP32 microcontroller, Relay module, Solenoid lock, PIR
sensor (passive infrared sensor), OTP authentication module,
Mobile application or web interface

B. Design and Circuit Connections:

5. The ESP32 will be connected to the PIR sensor, relay
module, solenoid lock, and OTP authentication module. The
PIR sensor will be mounted near the door to detect the
presence of a person. The relay module will be used to control
the solenoid lock. The OTP authentication module will be
used to verify the identity of the person trying to unlock the
door.

C. Programming:

The ESP32 will be programmed to monitor the PIR sensor
and unlock the door when a person is detected. The ESP32
will also be programmed to verify the identity of the person
trying to unlock the door using the OTP authentication
module.

D. Sensor Calibration:

Connect the solenoid and piezoelectric buzzer to the ESP32
microcontroller. Write a program to control the solenoid and
piezoelectric buzzer. Test the program by triggering the

solenoid and piezoelectric buzzer, Adjust the parameters of

the program until the solenoid and piezoelectric buzzer are
working properly

E. Ul Development:

Create a user interface (Ul) using appropriate software tools.
Design a user-friendly app or web interface to control the
vehicle's direction remotely. Ensure the Ul provides real-time
feedback and displays sensor data.

F. Wi-Fi Connectivity:

Leverage the ESP32's Wi-Fi capabilities to enable remote
control and data transmission. Configure the ESP32 to
connect to a Wi-Fi network, allowing users to interact with
the vehicle through the Ul from anywhere.

G. Integration and Testing:

Assemble all components according to the designed circuit
connections. Thoroughly test the entire system in controlled
environments. The system will be tested in a variety of
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conditions, including different lighting conditions and
different levels of ambient noise

H. Demonstration and User Experience:

I The system will be demonstrated to users to get their
feedback. The feedback will be used to improve the system's
usability and security,
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VI. RESULT

The Smart Door Unlocking System with Face Detection,
OTP Alert, and Piezo Alert System has delivered remarkable
results. It combines cutting-edge security features like precise
facial recognition, OTP authentication, and effective tamper
detection through piezo alerts. Users enjoy secure and
convenient access control through a user-friendly interface,
eliminating the need for traditional keys. Rigorous testing and
user feedback have ensured its reliable performance and
overall enhancement, setting the stage for a future where
advanced technologies redefine door security and access
control.

Metric Proposed loT Existing
Door unlocking

Accuracy (%) 95% 75%

Detection Level High Low

Connectivity 100 30

Range (m)

Object Detection | 10 5

Range (m

Energy 15 20

Consumption (W)

Safety Rating 9/10 6/10

Adaptability High Low

User Interface Smart Phone Remote Control

Cost 7000 5000

Table.2

VII. APPLICATIONS
The Smart Door Unlocking System with Face Detection,

OTP Alert, and Piezo Alert System exhibits a wide spectrum
of applications across various sectors. It enhances residential
security by offering homeowners remote access control and
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real-time security notifications, while also streamlining
commercial access for businesses and offices, and
maintaining comprehensive access records. In institutional
settings such as education and healthcare, it ensures that only
authorized personnel can access restricted areas. The
hospitality industry benefits from improved guest
experiences and security through efficient check-ins using
facial recognition. Property management becomes more
efficient, eliminating the need for physical key handovers,
especially in rental properties. Package delivery services are
streamlined, enabling couriers to gain temporary access to
secure deliveries. It provides a solution for verifying visitors
at gated communities or apartment complexes, enhancing
security. Industries with high-security requirements,
including research facilities and data centers, benefit from
advanced safety measures. Emergency services gain rapid
access during critical situations, expediting response times.
Government buildings employ it to enhance security and
authorized entry. Retail stores, warehouses, and data centers
improve security, allowing only authorized personnel to
access valuable assets. Smart homes leverage the system as
part of a holistic, connected ecosystem. The sharing
economy, including Airbnb hosts, benefits from remote guest
access. Aged care facilities ensure authorized personnel can
enter resident areas while maintaining safety. Banks and
financial institutions secure access points, safeguarding
customer transactions, and automotive security is bolstered,
particularly in car dealerships and parking garages.

VI11.CONCLUSION

In conclusion, the Smart Door Unlocking System with Face
Detection, OTP Alert, and Piezo Alert System represents a
cutting-edge innovation in access control and security. By
integrating advanced technologies such as facial recognition
and OTP authentication, this system offers a robust and
convenient solution for residential, commercial, and
institutional applications. It eliminates the need for traditional
keys, enhancing security and convenience, while also
providing the flexibility of remote access control. The
addition of piezo alert tamper detection further fortifies
security by immediately notifying users of unauthorized
access attempts. The comprehensive range of applications,
from residential homes to industrial settings, underscores its
versatility and adaptability. With rigorous testing and user
feedback guiding its development, this system showcases the
potential of emerging technologies to redefine and elevate
security standards. As we look to the future, the Smart Door
Unlocking System is poised to play a pivotal role in shaping
the evolution of access control, ushering in an era of smart,
secure, and user-friendly door entry systems.
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